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Introduction
Welcome to the SchoolSHARE Newsletter for the Autumn Term. We hope the first 
term of the school year has been a good one.

Our lead article this term focuses on the General Data Protection Regulation, or 
GDPR, which comes into effect in May 2018. Now is the time to ensure that your 
School, Academy or Trust is aware of the changes in legislation and is ready to 
implement them.

We also talk about our recently issued terrorism advice note and lockdown 
procedure template, and tell you where you can get further advice for staff and 
students on these topics.

A short article reminding you to re-register with the HSE if your school has ionising 
radiation samples is then followed by safety alerts about ladders and security gates.

Lastly our regular Learning By Example section summarises three very different 
incidents that remind us what can happen when mistakes are made, corners are cut 
or procedures are not followed. 
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GDPR – GENERAL DATA PROTECTION REGULATION

The much publicised General Data Protection Regulation comes into effect on 25th May 2018, replacing the 
Data Protection Act 1998. The new law has three main aims:

• To reinforce and enhance the rights of individual data subjects

•   To increase the accountability of organisations that control and 
process personal data

• To simplify the regulatory environment

Whilst organisations that already comply with the current Data 
Protection Act are already well on the way to complying with 
GDPR, there will still be work to be done.

Some of the key changes are:

• Increased territorial scope

• Strengthening of the standard of consent

• Introduction of a positive opt-in rather than an opt-out

• Higher penalties

•  Mandatory data breach notifications to be submitted within  
72 hours

•  Data subjects’ increased right of access, data erasure and 
data transfer

• Improved privacy

• Appointment of Data Protection Officers

Whilst this does seem onerous at first, the UK Information 
Commissioner’s Office (ICO) has produced a 12 step plan to help 
organisations prepare:

1.  Awareness: ensure decision makers and key people are aware 
of the regulation and understand its impact.

2.  Information you hold: document personal data held, where it 
came from and who it is shared with.

3.  Individuals’ rights: check procedures cover all the rights of 
individuals, including deleting personal data or providing data 
electronically and in a commonly used format.

4.  Communicating privacy information: review current privacy 
notices and develop a plan for making any necessary changes.

5.  Lawful basis for processing personal data: identify the lawful 
basis for processing activity in the GDPR, document it and 
update the privacy notice to explain it.

6.  Subject access requests: update procedures and plan how to 
handle requests within the new timescales and provide any 
information.

7.  Consent: review how you seek, record and manage consent 
and whether you need to make any changes.

8.  Data breaches: make sure you have procedures to detect, 
report and investigate a breach.

9.  Children: think about whether you need systems to verify 
individuals’ ages and obtain parental or guardian consent.

10.  Data Protection by Design and Data Protection  
Impact Assessments: examine the ICO’s code of practice on 
Privacy Impact Assessments and the latest guidance from the 
EU’s Article 29 Working Party.

11.  Data Protection Officers: designate someone to take 
responsibility for data protection compliance – consider 
whether you are required to formally designate a Data 
Protection Officer.

12.  International: if the organisation operates in more than one 
EU member state, determine your lead supervisory authority.

Having digested the above, your next step should be a visit to the 
ICO’s website. Included in the vast resources provided is a Data 
Protection Self Assessment (also referred to as the “Simple to use 
SME toolkit”). This will talk you through the specific issues you 
need to address in order to ensure readiness for GDPR.
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TERRORISM ADVICE FOR SCHOOLS AND ACADEMIES

CHANGES TO THE IONISING RADIATION REGULATIONS

With the high profile terrorist events that have occurred over the last year in mind, we issued some guidance 
on school trips in May. Since then the threat may not have diminished, and we are regularly engaged in 
conversation with our customers to talk about lockdown procedures.

We have just issued a short template to help our customers 
formulate a lockdown procedure. This is a fairly simple guide that 
is intended to be used as a framework.

The reality is that schools and academies are more resilient than 
most premises. Many schools have security fencing, the front 
door is often locked as well, followed by a secondary door that 
stops unwanted persons from walking into the school. There are 
easier targets. However, the threat is still there and the prudent 
school will have a plan in place to deal with the situation should 
it arise.

You will probably have seen the “Run, Hide, Tell” publicity that 
acts as general advice for the public. There is a recently created 
animated video that can be downloaded from the National Police 
Chiefs Council along with associated lesson plans for Key Stage 
3 and 4 students. These are great resources that can be used for 
free to spread the message to your staff and secondary school 
students.

Lockdown procedures need to be bespoke to the premises, so 
we haven’t written one for you. However, we encourage you to 
look at our template and see if you can use this to help you create 
your own lockdown procedure.

Regulations that control the use of radioactive materials, including those held in secondary schools, are changing 
from January 2018. As a result of the changes, education employers will need to re-register with the Health & 
Safety Executive. 

The current notification cannot be carried over – a new 
registration is needed. This is a simple process that can be done 
on the HSE website

The duty to register lies with the employer (e.g. the Academy 
or Trust) and will be available from the start of January, with a 
deadline for completion of 6th February 2018. There is a £25 fee 
for registration, and a £25 fee for each consent that’s needed.

Full details are available on a dedicated page of the HSE website, 
which you should read now and ensure that you register if you 
have to:

http://www.hse.gov.uk/radiation/ionising/notification-process.htm
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FALLING SCHOOL GATE

NEW LADDER STANDARDS 

In November 2017 a pupil and a teaching assistant at a school in North Yorkshire were injured when a 1.8 metre 
high weldmesh security gate, in this case located around a games area, fell on them.

It is believed that the gate fell because of a sudden failure of 
the lower hinge. Whilst the cause is still being investigated, it is 
currently believed to be have been caused by metal stops that 
were welded into place around the bolt to stop the gate from 
over-opening and trapping fingers or students. However, as the 
bolt was pressed against the stop as the gate was opened, the 
constant impact over time may have caused the bolt to shear and 
the gate to fall.

The local council is still investigating, but in the meantime the 
following advice has been issued:

•  Inspect your gates, which could be in weldmesh or any 
other type of metal fencing. If there are no metal stops, 

then ensure that when the gates are closed they are bolted, 
and when they are open they are secured in place by an 
attachment that hooks into the ground.

•  If your gates do have metal stops and these are found to be 
damaged, you should take the gates out of use and arrange 
for replacement of the eyebolt/removal of the metal stops.

Whichever situation applies to you, visual inspection of the hinge 
mechanism should be something to look out for on your daily 
inspections of the premises.

New ladder standards come into force from January 2018 when BS EN131, the British and European Standard that 
covers all types of portable ladder, is revised. These broadly reflect existing British & European Standards, but as 
we commonly come across inappropriate ladders whilst visiting schools, this appears to be a good time to issue  
a reminder.

The new standards are not retrospective so you don’t have to 
throw out your old ladders (unless they aren’t up to the job – see 
below). The standards now use the term “Maximum Load”, which 
represents the weight of an average person and the equipment 
they are carrying.

The classifications are:

Class 1 Industrial – Maximum Load 175kg

Class EN131 Commercial – Maximum Load 150kg

Class III Domestic – Maximum Load 125kg

Hopefully needless to say, any ladders used in school should be 
Class 1 Industrial (which usually has a blue label) or Class EN131 
Commercial (green label). Anything else should be disposed of.

On a related topic, following concerns about telescopic 
ladders, an investigation was carried out by councils in Derby, 
Leicestershire and Northamptonshire earlier this year. Ladders 
for sale were tested. Despite meeting the current standard, 
approximately 30,000 ladders were withdrawn from sale or 
recalled. One of those tested actually snapped in half during the 
test.

Most of the ladders tested were manufactured in China and 
purchased online, though via UK based import companies.

We would urge you to check your ladders and, if in any doubt, 
take them out of use. Further advice can be obtained from the 
Citizens Advice Consumer Centre on 03454 040506.
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LEARNING BY EXAMPLE

This termly feature provides an opportunity to review a range of recent safety issues, where either the Health 
& Safety Executive (HSE) has investigated an incident, or a claim for compensation as a result of an injury has 
been made against a school/college. Our examples examine the outcome and any lessons learnt, and offer 
some practical, common sense solutions.  

IPADS STOLEN FROM SCHOOL
A primary school in Northern Ireland was broken into overnight in 
November 2017 and 50 iPads were stolen. The break in happened 
late on a Sunday evening. Due to the damage caused the school 
was forced to remain closed the next day.

The iPads had recently been obtained following a fundraising 
effort.

LESSON LEARNT – Schools and academies can contain a large 
amount of highly theft attractive equipment. You would be lucky 
to find 50 iPads in the stock room of a high street electrical store, 
yet it could be commonplace in schools.

Whilst it is common knowledge that schools have IT equipment, 
advertising its arrival and, in some cases location, can be helpful 
to thieves.

Also, in contrast to a secure, roller shutter protected retail unit, 
iPads, laptop computers and other tablets in schools are often in 
easily accessible trolleys or relatively lightweight charging units. 
5 – 10 years ago there was a spate of robberies in various parts of 
the UK with thieves taking advantage of this.

When the school is unattended, these items can be better 
protected by putting the charging unit in a locked, internal, 
windowless room, well within the protection of the intruder 
alarm. If that’s not possible, chain the trolley to the wall, making 
sure the chain fully surrounds the door. Also, use a prominent and 
permanent form of security marking – we can advise on systems 
that may likely to be suitable – and not just a UV pen or a black 
marker pen.

GOVERNORS FINED AFTER PUPIL INJURED  
BY DOOR
The board of governors at a Manchester primary school has 
been fined £4,000 with £1,750 costs following an accident in 
September 2016.

A four year old pupil was allowed to access a toilet alone. She 
was found screaming by staff, who found her with her fingers 

trapped in the hinges of the toilet door. The injuries later resulted 
in the partial amputation of her middle finger.

The HSE found that the door was missing a finger guard, and 
there had not been one fitted since the toilets were converted 
five years earlier. There was also no system in place for 
maintaining finger guards on doors. In addition, staff had already 
raised concerns about the weight of the door.

LESSON LEARNT – The injury could have been prevented if a 
finger guard had been fitted and maintained. The risk was not 
identified and dealt with.

Fitting finger guards is normal in early years areas. However, we 
still come across schools where doors have been “missed”. By 
fitting a finger guard, this accident could have been prevented.

COUNCIL FINED AFTER REMOVING GUARD FROM 
LAWNMOWER CAUSES INJURY
Nottingham City Council has been fined £33,000 with £12,000 
costs after an apprentice sustained serious hand injuries, 
including the loss of his right index finger, while mowing grass at 
a primary school in August 2014.

The lawnmower he was using became blocked and, as he tried 
to clear it, the rotating blade came into contact with his hand. He 
sustained cuts and ligament damage as well as losing a finger.

The HSE investigation found that the council had removed some 
of the manufacturer’s safety measures and fitted their own 
guard, which did not meet the required standard. The council did 
not control the risks to a suitable standard and did not provide 
adequate training or supervision.

LESSON LEARNT –The council had been removing the factory 
fitted safety measures for years without properly putting in 
place controls to protect employees. This incident could have 
been prevented by carrying out a suitable and sufficient risk 
assessment and applying the right control measures, including 
training and supervision.
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CONDITIONS AND LIMITATIONS 

This newsletter is not intended to give legal advice and, accordingly, it should not be relied upon. It should not be regarded as a comprehensive statement of the law and/or market practice in this area.  
In preparing this newsletter we have relied on information sourced from third parties and we make no claims as to the completeness or accuracy of the information contained. You should not act upon 
(or should refrain from acting upon) information in this newsletter without first seeking specific legal and/or specialist advice. Arthur J. Gallagher Insurance Brokers or any member of the Arthur J. 
Gallagher & co accept no liability for any inaccuracy, omission or mistake in this bulletin, nor will we be responsible for any loss which may be suffered as a result of any person relying on the information 
contained herein.

Arthur J. Gallagher Insurance Brokers Limited is authorised and regulated by the Financial Conduct Authority. Registered Office: Spectrum Building, 7th Floor, 55, Blythswood Street, Glasgow, G2 7AT. 
Registered in Scotland. Company Number: SC108909. www.ajginternational.com

FP1025-2017 Exp. 12.12.18

Would you like to talk?
If you have any questions or would like to explore how you can make risk 
management work harder for your school, we’re here to help. 

Call the SchoolSHARE Helpline on  

0800 612 99 49
Or drop us an email at schoolshare@ajg.com

For further information visit our website: uk.ajginternational.com/schoolshare

 
FORTHCOMING TRAINING EVENTS - 

Gallagher Risk Management Solutions run a variety of training courses. One of the courses we run 
regularly is the IOSH accredited Managing Safely course. This 3 day course aims to provide the level 
of knowledge needed for people charged with overseeing health & safety in a low to medium risk 
environment, such as a school.
We can run a course for your school or trust, and this is usually more cost-effective if there are 5 or more people who would like 
to attend. Otherwise, we have the following courses scheduled during 2018.

If you would like more information on these courses, the cost and or to book a place,  
please contact the SchoolSHARE Helpline on 0800 612 99 49.

Dates Location

30 January - 1 February Leicester

13-15 February Birmingham

22 February, 1 March & 8 March Wakefield

2 - 28 February London

14 - 16 March Birmingham

16 - 18 April London

17 - 19 April Birmingham

1 - 3 May Leicester

4 - 6 June London

Dates Location

12 - 14 June Birmingham

3 - 5 July Leicester

11 - 13 September Birmingham

24 - 26 September London

2 - 4 October Leicester

6 - 8 November Leicester

7 - 9 November Birmingham

19 - 21 November London

11 - 13 December Birmingham
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