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Cyber and Data  
Liability in Schools
Public Sector and Education 
Technical Bulletin

It is clear that we have been living through a significant change 
in the way the world operates, interacts and engages with each 
other. On-line activity is now prevalent and perhaps pre-eminent 
in our work, family and leisure time. 

This revolution has brought data front and 

centre. The consensus is now that data is 

the ‘oil of the 21st century’ and amongst 

the largest, most critical companies, in the 

world are those that trade on, control and 

manage our data. 

This has been further underlined with 

the global pandemic witnessed in 

2020 which has underlined the reliance 

on IT infrastructures in our ability to 

communicate, work and for schools, 

provide education and teaching. 

What was not imaginable even 10 years 

ago has become a practical reality this 

year with schools working through virtual 

learning environments to ensure children 

can still be educated even if school 

buildings cannot be utilised.  

If the central tenets of Insurance and Risk 

Management are around protecting and 

supporting the key sources of value, it is 

inevitable that questions will be asked as 

to how we insure and protect our online 

presence and our data. 

Legislation is now in place which 

recognises this and any prudent Governor, 

School Leader or Finance Manager should 

be asking about what support is available. 

This has been underlined by the recent 

National Cyber Security Centre toolkit 

issued to aide Schools and Governors in 

understanding their risks and how best to 

mitigate these. (Please see relevant links at 

the end of this Report). 

This technical bulletin examines how the 

insurance market has developed and 

against what backdrop this has happened. 

It explores the key risk metrics and how 

the insurance cover responds. Most 

crucially it looks at buying habits and 

how the cover sits within the broader 

context of data protection and support in 

the event of work or study interruption.     
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Executive Director - Education 
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Overview
A recent survey supports the above and demonstrates our increased on-line activity and reliance and use of data1.  

According to official figures, the 
public sector, which includes schools, 
accounted for 43% of compromised 
data records over the last two years; a 
five-fold increase over 2014

43%

41% of Primary Schools have reported a 
data breach or a cyber attack in the last 
12 months41%

1https://www.gov.uk/government/collections/cyber-security-breaches-surveyha

Majority of schools (51%) are either 
unsure or unaware of Cyber & Data 
Liability insurance cover available or  
in place.

51%

Almost all schools (92%) reported 
receiving fraudulent emails or  
being directed to fraudulent  
website addresses

92%

Vast majority of schools  
(94% on average) say that cyber 
security is a high priority for their 
governors or senior management. 

94%

76% of Secondary Schools have 
reported a data breach or a cyber 
attack in the last 12 months76%
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Case Study

Cyber and Data  Losses - HEI Case Studies
What happened?

Hackers gained unauthorised access to account information located on a school’s network due to an unknown vulnerability. The account 

information included names, email addresses, ID numbers and financial account information of 10,000 past and present students. After 

multiple students and teachers reported suspicious activity on their email, IT discovered that an unauthorised user was in the system.

What was the outcome?

Privacy Liability - Mismanagement of personal and/or school confidential information.

• Defence costs arising from regulatory investigation due to irresponsible management  

of private information.

• Defence and settlement costs for claims from individuals that had identity stolen.

£75,000 

£40,000

Network Security Liability. Failure to effectively protect insured’s network from malware,  

hacking, denial of service attacks or unauthorised use or access.

Incident Response Expenses

• Forensic investigation costs to locate vulnerability, analyse impact, ensure containment,  

and calculate extent of loss.

• Notification to affected individuals. 

• Identity theft monitoring services to affected individuals.

• Costs to respond and field enquiries

• Public relations expert fees to minimise reputational impact of the incident 

• Legal consultation fees

• Incident response manager fees 

£80,000 

£1,000

£6,000

£9,000

£13,000

£10,000

£9,000

Total Costs £243,000

Case study courtesy of Chubb
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What does good cyber and data risk  
management look like?
DAC Beachcroft solicitors are one of the leading legal advisors regarding data protection 
legislation. They have compiled a five step process identifying what good data breach risk 
management looks like. These are outlined below by way of guidance to schools:

Identify the internal 
breach response team

The first step in planning for a data breach 

is to identify who in the School is going to 

form the breach response team. A balance 

needs to be struck between involving 

too many people and leaving out key 

personnel. With too many people involved, 

it can make the team less agile and slow 

down initial decision making if time is 

lost waiting for the team to assemble. 

Conversely, the absence of certain internal 

stakeholders might mean that a decision 

is made without understanding its full 

consequences.  

A breach response team should usually 

draw representatives from the key 

elements of a school or where the 

responsibilities for these functions sit; 

IT & Information Security, HR, Legal and 

Finance. Depending on the size of the 

school, many of these functions may be 

represented by the same individual.

 Leadership roles should be assigned 

across the team, so that there is a clear 

understanding of who will make final 

decisions on actions.

If possible, alternative representatives and 

leaders should be nominated, in case of 

absences such as holidays. Of course, not 

every breach will require the full team to 

be assembled. Indeed, an organisation 

must be careful to avoid the team 

becoming apathetic over time when faced 

with a volume of low-level breaches.

One way to address this is by increasing 

the team size according to the nature of 

the breach:

• A small “bronze” team which deals with 

all breaches initially.

• Adding further team members to create 

a larger “silver” team, which deals with 

significant breaches.

• Adding senior decision makers to create 

a “gold” team for breaches which are 

so significant that they require the 

involvement of the school’s leadership 

team/Governing Body or Trust Board.

Using these team designations can also 

help to communicate the urgency and 

severity of a breach, without having to 

reveal the nature of the incident. 

An email or text need only refer to the 

convening of a gold team meeting to 

impress the importance.

Once all team members have been 

identified, there should be a mechanism 

for capturing and circulating primary and 

alternative contact details, being careful 

to bear in mind that team members may 

join and leave over time. Any team will 

fail if its members are not able to find and 

communicate with other team members.

Identify the  
external providers

Any school dealing with a breach may 

need to seek assistance from external 

parties. This may be due to a need 

for additional resources and capacity, 

expertise that is not held internally, or 

a legal obligation. Some of the external 

parties that should be considered include:

• External legal counsel.

• Cyber security forensic investigators.

• Public relations and crisis 

communications advisers.

• Customer call centres.

• Insurance brokers and insurers.

1
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The chosen external provider should have 

a proven track record of providing services 

in response to incidents. An insurance 

broker or insurer may often have seen 

experts used in other insurance claims 

and can be a good source of referrals. A 

cyber or data breach insurance policy may 

even specify certain experts to be used in 

response to a breach.

. Protocols 

Before considering the plan for responding 

to the breach, the school should consider 

a number of protocols that will be used 

when responding to breaches. Protocols 

may include primary and alternative 

communication methods, as well as 

rules on what should and should not be 

communicated. This can be particularly 

important if the breach has a litigation 

risk and the privilege contained in written 

communications is to be preserved. It is 

helpful to include incident classification 

(low, medium, high) and team escalation 

(bronze, silver, gold) as protocols, rather 

than in the body of the plan, so that they 

have greater prominence.

The objectives of the response to the 

breach should be set: for example, whether 

the team will prioritise actions that 

minimise the impact on business revenues, 

or prioritise minimum interruption to 

customer services regardless of cost. 

Definitions should also be listed to ensure 

that team members are talking the same 

language and avoiding confusion.

 The plan 

It is difficult to ensure that the plan is 

sufficiently structured to provide a robust 

and consistent organisational response, 

but is not so inflexible and unworkable 

that it is ignored when the time comes. 

The plan should have a clear framework of 

steps that the team can follow, while not 

getting buried in the detail of individual 

actions. There are many frameworks 

available, however, they largely follow 

variations on the following themes:

• Identifying where detected breaches  

are to be reported internally.

• Escalating the breach to the  

appropriate level.

• Taking actions and measures to contain 

or close a breach or cyber incident.

• Taking actions or measures to recover 

systems or data.

• Assessing which systems or data have 

been affected, and likely outcomes.

• Determining who should be notified of 

the breach.

• Evaluating and revising the response.

. Regular testing  
 and reviews

Once complete, it is important to rehearse 

and review the plan on at least an 

annual basis. It is inevitable that external 

providers and team members will change 

over time. A rehearsal will provide the 

confidence that the plan is still current 

and the members of the incident response 

team are aware of their responsibilities. If 

possible, a rehearsal should also involve 

the relevant external providers.

3
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Key Risk Metrics

Underwriters have developed improved 
methods of accessing quotations and 
subsequently cover. The balance is being 
open to provision of cover whilst also making 
informed underwriting judgements on the 
necessary facts.

We asked Will Slater in Gallagher’s Cyber & Technology team 

to identify the rationale behind the what and why of the key 

information that underwriters request.

Updated Firewall and Virus protections

As with security alarms and systems on buildings, cars and 

other valuable assets insurers are now expecting institutions and 

organisations to protect their data and on-line activity. As such it is 

now usually a condition of insurance policies that such protections 

are in place. 

Written Privacy Policies

As a legislative requirement organisations should be able to 

demonstrate and provide confirmation that they have in place a 

written privacy policy regarding those they engage with. 

Use of Data Encryption Tools

As another risk mitigation tool, organisations are increasingly using 

encryption tools as a method of restricting and controlling access 

to data. Evidence of this will be requested to obtain optimum rates 

and terms from insurers.  

Data Back-Ups

As with other conditions of standard insurance policies i.e. 

unoccupancy clauses, insurers will expect their clients to undertake 

regular data back-ups to mitigate the impact of any data losses or 

breaches. 

Compliance with Payment Card Industry Data Security Standards 

(PCI DSS) 

Where an institutions stores, processes or handles credit card 

transactions it is obliged to confirm compliance with the Payment 

Card Industry Data Security Standards and insurers will require 

confirmation of the same. 

Will Slater, Associate Director 

Technology & Cyber Practice 
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Breach Response Costs A data breach is the loss, compromise or theft of data. The policy will cover costs such as 

notifying your affected subjects (students, staff, suppliers, alumni, third party businesses, 

joint venture partners). Support includes credit monitoring of affected subjects, regulatory 

notification and support, IT support in identifying and removing viruses.

Regulatory Defence Costs The legal costs incurred in complying with a regulatory action following a data breach.

Security & Privacy Liability Liability cover in the event that you suffer a breach and are sued by affected parties.  

This includes theft or altering of data, virus or malware, denial of service and loss of data  

from systems. 

Cyber Extortion Costs included in circumstances involving being extorted by third parties over hacking, virus 

attacks or threats.

Multimedia Liability Liability arising from legal action involving information on any of your multimedia channels 

(website, social media etc). Examples include breach of copyright, libel or slander, plagiarism  

or defamation.

Cyber Business Interruption Protecting income lost as a result of network or systems disruption.  The indemnities provided 

include for loss of income due to a vendor i.e. payment processor suffering a service outage  

due to network disruption.

These are brief product descriptions only. Please refer to the policy documentation paying particular attention to the terms and conditions, 

exclusions, warranties, subjectivities, excesses and any endorsements.

How does cover operate?

Would you like 
to talk?
For more information please contact your 

Gallagher representative.

T: 0800 6123 641 

E: sales_publicsector@ajg.com 

www.ajg.com/uk

Additional resources
The National Cyber Security Centre has compiled the following  

guidance for schools.

https://www.ncsc.gov.uk/information/school-governor-questions

https://www.ncsc.gov.uk/collection/board-toolkit/about-board-toolkit

https://twitter.com/gallagheruk?lang=en
https://www.linkedin.com/showcase/gallagher-uk/
https://www.ajg.com/uk/
https://www.ncsc.gov.uk/information/school-governor-questions 
https://www.ncsc.gov.uk/collection/board-toolkit/about-board-toolkit

