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Strength
through intelligence

€6 Cybersecurity is essential for businesses now more than ever. With new
threats continuing to emerge, you need to go beyond insurance to help
you face the future with confidence — you need a trusted partner.

The Gallagher Cyber Defence Centre can be that partner. Our unique
approach combines a team of highly trained cyber specialists along with
an always-on system built to monitor your network for vulnerabilities.

We work alongside you to fortify your cyber defence, providing
training for your employees and helping you minimise the chance
of an attack. We invite you to read on and learn more about
experiencing cyber protection beyond broking with Gallagher. 9

Johnty Mongan
Global Head of Cyber Risk Management
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In a world where
cyberthreats
move fast, you
need a partner
who moves faster

That's why Gallagher has invested in
something that no other broker has, a
dedicated Cyber Defence Centre, built
not just to respond, but to anticipate.

Nearly

60%

of organisations surveyed globally state
that geopolitical tensions have affected
their cybersecurity strategy?.

of large organisations globally identified
supply chain challenges as the biggest
barrier to achieving cyber resilience®.

<O

Nearly 50% of UK businesses reported
a cyber attack in 2024¢.

of UK businesses undertook a

cyber risk assessment in 2024’.

Only

14%

of businesses have reviewed their risks
posed by their immediate suppliers®.

£38.28bn

The estimated cost of cybercrime
in the UK in 2024,

Al-driven phishing attacks have
increased by 30% over the past year®.
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We're not waiting
for the next breach.
We're already
working to stop it

We put your security at the centre of
all we do. Our Cyber Defence Centre
keeps you ahead of today’s — and
tomorrow’s — cyberthreats.

The only broker with a Cyber Defence Centre
Always-on monitoring of your cyber position
Global scale in 38 countries

Ethical hacking teams in-house

Tactical strategies. Intelligent risk mitigation.

Simple, powerful, clear communication



Your Cyber Defence

Gallagher Cyber Defence Centre provides ‘always on’
support that gives members access to cyber specialists
and proactive security technology, including:

Vulnerability scanning
Monitoring your external boundaries and providing
updates on known vulnerabilities every 14 days.

Threat intelligence webinars
Stay ahead of real-time threats and trends.

Secure humans
Cybersecurity training webinars turn your people

into cyber-first responders.

Virtual cybersecurity officer

Monthly summits. Bespoke advice. Actionable insights.

Cyber risk matters newsletter
Fresh, focused updates to keep you sharp.

Community intelligence

Network with peers. Sharpen your defences.

Share what works.

Advanced security services
Phishing simulations, pen testing, incident
response and more.

Global reach. Personal focus
Ethical hacking teams and cyber specialists
working for you.
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Your Certified
Cyber Specialists

Our team undertakes rigorous training and
accreditations to provide a high-quality,
specialised service to our clients.

We have developed our system to protect businesses across the globe:

* A dedicated team in the USA where HIPAA and SOC2 controls
are required

«  Support for all non-EEA countries with requirements to comply
with data processing of any EU citizen

«  Fully compliant with NIS2 regulations

BCS Level 4:

*  Award in Network and Digital Communications
«  Award in Risk Assessment

Chartered o Certificate in Cybersecurity

Institute . ) L
forIT +  Certificate in Governance, Organisation, Law,

Regulation and Standards

GDPR Foundation and
Practitioner

ISO 27001
Implementation Lead

#BTEC

BTEC Level 3
Infrastructure Technician

OSWP (Offensive Security
Wireless Professional)

Crest Registered
Penetration Tester

CEH (Certified Ethical Hacker)

OSCP (Offensive Security
Certified Professional)

MCIIS (Member Chartered
Institute of Information Security)

Cyber Essentials Plus Auditor



More Ways to
Keep You More
Protected

In addition to our Cyber Defence
Centre, we have curated a suite
of products and services to help
protect your organisation.

Cyber essentials implementation and accreditation
Government-backed and created by the National Cyber
Security Centre. The process includes checking over

60 controls, producing a gap analysis, recommending
implementations and accrediting your business.

ISO 27001 — Readiness and implementation

ISO/IEC 27001:2013 specifies the requirements for
establishing, implementing, maintaining and continually
improving an Information Security Management System
(ISMS), specific to your organisation.

Cloud security audit

A nonintrusive review of your organisation’s cloud
environment to identify risk, weakness and vulnerability
with remediation advice to improve security, reduce
system complexity and streamline costs. Available for
Amazon Web Service (AWS) auditing, Microsoft Azure
auditing and 0356 (Microsoft Office 365) auditing.

Penetration testing

An ethical hack of your network to identify
vulnerabilities and ultimately strengthen the security

of your network. External testing involves evaluating
externally visible infrastructure with the aim of gaining
access. Internal testing mimics attacks behind a firewall,
identifying how much damage could be done in the
event of a breach.

Cybersecurity awareness training

Remote sessions are delivered for your employees,
identifying varying elements of cybercrime and how
to stay vigilant against them and defend against
common attacks.

Gallagher GDPR audits

Within this audit, we will identify those practices and
processes that fall outside of compliance with the
General Data Protection Regulation. We'll produce a
comprehensive gap analysis that outlines which areas
of noncompliance require immediate and secondary
support to achieve regulatory compliance.

Virtual data protection consultant as a service
Gallagher DPC as a service will inform and advise you
and your employees of your obligations to comply with
the GDPR and other data protection laws and monitor
compliance, working alongside your in-house DPO.

Phishing platform

Our Al-driven phishing platform tests your employees’
ability to identify and report phishing emails, enabling
your organisation to assess just how well your

employees’ efforts are helping to protect your business.

Maturity assessment

Our maturity assessment merges leading threat
controls and global security standards. It benchmarks
your organisation against best-in-class practices and
maps a three-year improvement plan. We identify local
and enterprise vulnerabilities and unify proven industry
controls into one framework.

Incident response planning

We design incident response plans for a wide range of
potential incidents, including malware, phishing and
more, helping you act fast when it matters most. Our
bespoke solutions are centred around you, shaped by
your history and likely risks, guided by NIST SP 800-61
and the MITRE ATT&CK® framework.
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What our clients think

(14 After falling victim to a ransomware attack in May
2020, cybersecurity is now taken more seriously
than ever within our business.

Gallagher’s Cyber Defence Centre has become an
essential tool, offering a comprehensive platform for
education, protection, and compliance. For us, it’s

a no-brainer and now forms the cornerstone of our
cybersecurity strategy. 99

Managing Director, Kelgray Products Ltd., 2025
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Get started with
a complimentary
cyber defence
check

Uncover your current exposures and
understand how to mitigate them
with a cyber defence check.

Request a cyber defence check,
email cyberRM@ajg.com

ASSess

Assess your organisation’s
cybersecurity posture against
industry best practices.

Investigate

Investigate your organisation’s
publicly facing assets using
open-source intelligence.

Respond

Respond to weaknesses
with a bespoke roadmap
to cybersecurity maturity.


mailto:cyberRM%40ajg.com?subject=

About Gallagher Connect with us

We invite you to get in touch with

56,000+ ‘ 970+ ‘ 180"‘ your Gallagher Cyber Defence team at

people offices countries CyberRM@ajg.com and find out what
protection beyond broking means for
Established in 1927, Gallagher is one of the world’s largest your business.

iInsurance brokerage, risk management and consulting firms.
We're connected to the places where we do business and to every
community we call home.

Managing risk with customised solutions and a full spectrum

of services, helping you foster a thriving workforce and always
holding ourselves to the highest standards of ethics to help you
face every challenge.

Helping you face the future with confidence.
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Sources

'Statista | Estimated annual cost of cybercrime in the United Kingdom (UK) from 2017 to 2028
23\World Economic Forum | Global Cybersecurity Outlook 2025

“GOV.UK | Cyber security breaches survey 2025
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57Twenty Four IT Services | UK Cyber Crime Statistics 2025

The Gallagher Way. Since 1927. O
Gallagher

Insurance ‘ Risk Management ‘ Consulting

Arthur J. Gallagher Insurance Brokers Limited is authorised and regulated by the Financial Conduct Authority. Registered Office: Spectrum Building, 55 Blythswood Street, Glasgow, G2 7AT. Registered in Scotland. Company Number: SC108909. FP976-2025 Exp. 01.07.2026.
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https://www.statista.com/forecasts/1425776/uk-cybercrime-cost-annual
https://reports.weforum.org/docs/WEF_Global_Cybersecurity_Outlook_2025.pdf

https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2025/cyber-security-breaches-survey-2025
https://www.ncsc.gov.uk/collection/ncsc-annual-review-2024
https://www.twenty-four.it/services/cyber-security-services/cyber-crime-prevention/cybercrime-statistics-uk/
 https://ukstories.microsoft.com/features/87-of-uk-organisations-are-vulnerable-to-cyberattacks-in-the-age-of-ai-research-reveals/
http://AJG.com/UK
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